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Road Map

- Why IPv6 Penetration Testing?

- Introduction to IPv6, Core Protocols
- Attack Surface of IPv6 Networks

- IPv6 Compared to IPv4

- Tools of the Trade

- DEMOS

- Conclusions
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Why IPv6 Penetration Testing?

Increasingly popular and astonishingly complex
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The IPv6 Vision

- Everything gets a networking interface!

- Personal appliances are increasingly
incorporating networking capabilities .

- Concrete efforts are being directed towards
nNbuf sj b mjn{ejne bf!Toirgd/ 'Z3

- |IPv6 deployment has been slowly but steadily
taking off.
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Two Questions come to Mind, though

- Is IPv6understood sufficiently and mature enough for deployment?

- Do we have theknow-how for securing such shape-shifting networks ?

Source Destination Protocol Len | Info

feB0: :8271:1f06:54c2: 610 8 4 TCMPvE Router Advertisement from 80:71:1f:c2:06:f0
2001 :67c: Bec:1620: T482:8175:abbl: 6078 ff02::1:ffc2: 60 ICMPvE 86 Meighbor Solicitation for fe80::8271:1f06:54
fe80; :1cBa:bba2;: a026; eGdb ffo2::1: ffc2:6f0 ICMPYG 86 Meighbor Solicitation for fe80::8271:1f06:54
2001:67c: Bec:1620; T482:8175:abbl: 6079 ff02::1:ffc2:6f0 ICMPvE 86 MNeighbor Solicitation for fe80::8271:1f06:54
feB0: :1cBa:bba2: a026: e0db ff02::1: ffc2: 60 ICMPvE 86 Neighbor Solicitation for fe80::8271:1f06:54
feB0: :8271:1f06:54c2: 610 Te80: :daSd:67ff: fe98: ecab ICMPvE 86 Neighbor Solicitation for fe80::dadSd:67ff:fe
fe80::8271:1f06:54c2: 60 fe80: :da9d: 67ff: feb8:ecab ICMPyE 78 MNeighbor Advertisement fe80::8271:1f06:54c2:
2001:67c: Bec:1620: T482: 8175: abbl: 6078 ff02::1:ffc2: 60 ICMPvE 86 Neighbor Solicitation for 2001:67c:Gec:1620:
feB0: :6154: 4138: fb5a: 163 ffoz2::1: ffc2: 6f0 ICMPvE 86 Neighbor Solicitation for fe80::8271:1f06:54
2001:67c: Bec:1620: 8470:56a5:142b: caac ff02::1:ffc2:6f0 ICMPYG 86 Neighbor Solicitation for 2001:67c:Gec:1620:
fe80; :1cBa:bba2;: a026; eGdb ffo2::1: ffc2:6f0 ICMPYG 86 Meighbor Solicitation for fe80::8271:1f06:54
2001:67c: Bec:1620:dadd: 67ff: fe98:ecab ff02::1 ICMPYE 62 Echo (ping) request 1d=0xf7cB, seg=0, hop li
2001:67c: Bec:1620:da8d: 67ff: feS8: ecaf f102::1 ICMPvEG 78 Neighbor Advertisement 2001:67c:Bec:1620:daS
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Introduction to Ipv6
Protocols Running the Show
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- Several things have changed.

- Yes, theHUGEaddress space is the most well -
know one.

- But, we also have the IPv6Extension Headers
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- Router Advertisements and the Neighbor -
Discovery protocol

- Multicasting plays a major role in IPv6

- There are new complex beasts such as the
Multicast Listener Discovery protocol
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IPv6 In a Nutshell - |

Networking is still networking, BUT

d

- Bigger address-space, no NAT needed or possible

- ICMPwas overhauled , is the basis for other

protocols
IP - Oversimplifying , NDis to IPv6 what ARP was to IPv4
- ND encompasses other minor sub-functionalities
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IPv6 In a Nutshell - Il

PG

- NDIs more complex than ARP

- MLD was created and plays b mdijjord,! s p mf ! |
Judt !conppkei, aften misunderstood and has
some serious scalability issues.

- Half the action in IPv6 happens on the Local-Link

- S0,what are the attack vectors inJ Q w éxpanded
attack surface?
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A Look at the IPv4 and IPv6 Headers

>&) ERNW
providaing security.

: Type of
Version IHL Sorvice Total Length
Identification Flags F'g?f?:im

Time to Live  Protocol 'Header Checksum
Source Address

Destination Address

Options Padding

Legend
Field's name kept from IPv4 to IPv6
Field not kept in IPv6
Name and position changed in IPv6
New field in IPv6

Version Traffic Class Flow Label

povcnatongn 5

Source Address

Destination Address

Hop Limit
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ICMPv6 101

>(#) ERNW
providing security.

- First specified in RFC2462,
latest in RFC4443,

- ICMPv6Is an integral part of
every |IPv6 implementation,
the foundation of other
protocols.
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Type(Value)| Description

1 Destination Unreachable (with codes 0,1,2,4)
2 Packet too big (Code 0)

3 Time Exceeded (Code 0,1)

4 Parameter Problem (Code 0,1,2)
128 Echo Request (Code 0)

129 EchoReply (Code 0)

130 Multicast Listener Query

131 Multicast Listener Report

132 Multicast Listener Done

133 Router Solicitation

134 Router Advertisement

135 Neighbor Solitication

136 Neighbor Advertisement

137 Redirect
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Neighbor Discovery 101

- ISthe soul of the Local-Link
- OE gjtities :
- Neighbor Discovery
- Router Discovery
- Prefix Discovery
- Parameter Discovery
- Address auto-configuration
- Next-Hop Determination
- Duplicate Address Detection
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Multicast Listener Discovery 101

" Anyone | — The Querier sends periodical Queries to
- this datas which Listeners with reportable addresses
reply.

- The Querier does not learn which or how
many clients are interested in which
sources.

y

Me, let it
through!

\ 7)/ 4

1 - The Querier uses reported information for
deciding what ingress data to forward .

Listener
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Attack Surface in IPv6 Networks
IPv6, a Fancy CodeWord for Excruciating Complexity
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Host- Level Discrepancies

- Unexpecteddifferences in kernels and IPv6 Stacks
behavior.

Should packets with source-address 1 be
processed on an external interface?

- These differences lead to lack of awareness with
respect to |IPv6 hardening in different platforms

- Also, services must often be configured differently .
Hence, admins usually slip. E.g. serviceslistening
on all IPv6 capableinterfaces.

5/29/2015 © ERNW GmbH | CarkBosch-Str. 4 | D-69115 Heidelberg #16 www.ernw.de



http://www.insinuator.net/2015/01/should-ipv6-packets-with-source-address-1-be-processed-when-received-on-an-external-interface/
http://www.insinuator.net/2015/01/should-ipv6-packets-with-source-address-1-be-processed-when-received-on-an-external-interface/
http://www.insinuator.net/2015/01/should-ipv6-packets-with-source-address-1-be-processed-when-received-on-an-external-interface/
http://www.insinuator.net/2015/01/should-ipv6-packets-with-source-address-1-be-processed-when-received-on-an-external-interface/

" haxpa @hith >-(#) ERNW

Even Applications Behave Differently

- Applications working appropriately in IPv4
usually lack IPv6 security capabilities , mostly
due to having been untested.

- Onesuch example is the Filezilla server, whose
autoban functionality e p f t vl with [Pv6.

- http:// blog.webernetz.net/2014/05/14/filezilla -
server-bug-autoban-does-not-work-with-ipv6/
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Evil Fragmentation and Extension Headers

- All Black-Listing approaches to security controls
have a hard time in IPv6 networks.

Mostly due to extension-headers and
fragmentation .

But also because of ambiguities in the RFCs

- This makes possible the evasions of IDPS
devices and security mechanisms such as
DHCPv6 Guarcand RA Guard.

d
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Epodu! Gpshfu! Qspgj uj oh! g s

- ICMPv6, ND and MLD are perfect candidates for
performing reconnaissance.

-~ Complex protocols with complex packet
structures such as MLD make perfect targets for
performing DoSattacks.

IP

- Apoorly hardened Local-Link in an IPv6 network
makes leveraging ND for malicious purposes,
e.g. MitM attacks.
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By-Passing ACLs

- ACLsare most effective when the characteristics
of undesired behavior are clear.

- IPv6 provides agreat deal of flexibility , one does
opu!it bwflup!cf!dpoufou! xju

- However, this very flexibility is one major enemy of
ACLsbased filtering.

- Which packets should be rejected ?
Those coming from a certain address?

With one extension-header or two?
Fragmented or not fragmented?
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Fiddling with ND Messages

- Fill, and keep filled , the Neighbor-Cacheof a
legitimate host in the network.

- Reply with spoofed Neighbor - Advertisements to
Neighbor - Solicitations .

- Unsolicited SpoofedNeighbor - Advertisements
and Neighbor - Solicitations .

- Flooding hosts and causing aDoS consumption
due to poorly implemented IPv6 stacks.

- Remember, the Local-Link j ttrus8vorthy Z
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Playing with Router Advertisements

- Router-Advertisements are, as part of auto-
configuration approach, fundamental part of IPv6.

- Once again, theLocal-Link is considered
trustworthy !

- A potential attacker can send Rogue-RAsinto the
network in order to cause DoS conditions or
redirect traffic due to host using the information
contained therein.

- Lots of DoSconditions to be found here!
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IPv6 Compared to IPv4
The Good, the Bad and the Ugly
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IPV6 vs. IPv4 some Numbers

Alexa Top IPv6 enabled m

10 5 50%
100 32 32%
1000 162 16.2%

10000 955 9.55%

100000 8030 8.03%

500000 35041 7.01%
1.000.000. e e
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So, What do we Find when we Look Further?

IPv6 IPv4
PORT STATE SERVICE PORT STATE SERVICE

80/tcp open http
443/kcp open https

I T e

9090/tcp flltered zeusadmln
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Attacking Node Provisioning

- IPv4 has been more or less a stable for the last
decade.

- This| t dhe case with IPv6

- J Qw Vigiph Iis one of automation , where your
fridge can easilyjoin the cyber-party called loT.

- But, what happens when said devices present
heterogeneous behavior?

-~ X1 bu! bmx bzt thd netgogkf boetksle |
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There are several IPv6 Stacks

J
[
[
!

Neighbor Discovery

RFC 1970 RFC 2410 RFC 4861 RFC 6980
Address Selection u H - ;
RFC 3484 RFC 6724
Generation of 11D - ¢

EUI-64 Privacy Extensions RFC 7217

11
L
Ul
U

Others
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What can we do about It?

Nothing!
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What can we do about It?

N

- Readthe specifications of your core devices!
- Ask the vendors for their REAL security features
- Harden your network

- IPv6 IS NOT plugand-play!

- Stay updated with regard to IPv6:
FSOXdt!i bsefojoh! hvjeft!gp
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Why is IPv6 so Hard?

- Trust model and automatized provisioning.
- Complexity

- Lack of awareness and understanding of the
technologies involved

- Stack heterogeneity
- Limited resources available to defenders
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